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502 SERVER REQUESTS DATA 

T 
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504- 



506- 



508- 



510- 



512- 



514- 



516- 



518- 



520- 



522- 



AGENT HAS NO DATA, 
REPLIES "NOCONFIG" 



T 



SERVER READS THE 
AGENTS CONFIG FILE 



SERVER READS IN THE SENSOR 
CODE, BASED ON THE AGENT 
CONFIG FILE 



SERVER BUILDS A CONFIG 
PACKAGE, WHICH CONSISTS 
OF SENSOR CODE AND 
SENSOR CONFIG 



SERVER POSTS THIS 
CONFIGURATION 
PACKAGE TO THE AGENT 



AGENT VERIFIES THE CODE 
SIGNATURES, TO BE SURE 
THAT EACH SENSOR COMES 
FROM AUTHORIZED SOURCE 



AGENT READS THE POSTED DATA, 
AND SEPARATES OUT EACH 
SENSOR FROM THE PACKAGE 



FOR EACH VERIFIED SENSOR, 
THE AGENT FORKS OFF A CHILD 



EACH AGENT CHILD GETS PASSED 
ONE OF THE SENSORS, TO RUN 



EACH SENSOR RUNS, GATHERING 
DATA AND WRITING IT TO DISK 



524 



A. 



SERVER REQUESTS DATA 



T 



FIG. 5 



AGENT READS IN THE DATA 
DIRECTORY 



AGENT PACKAGES THESE FILES 
INTO A SINGLE PACKAGE 



AGENT RETURNS THE PACKAGED 
DATA TO THE SERVER 



SERVER READS IN THE RETURNED 
DATA, SEPARATING OUT EACH DATA 
FILE AND WRITING IT TO DISK 



I 



SERVER GETS THE md5sum FOR 
EACH RECEIVED DATA FILE (BASED 
ON WHAT IT HAS WRITTEN TO DISK) 



T 



SERVER POSTS THE md5sum 
LIST, WITH FILE NAMES, 
BACK TO THE AGENT 



AGENT CHECKS THE md5sum OF 

EACH DATA FILE IN THE LIST. 
THOSE THAT MATCH, ARE REMOVED 
FROM DISK ON THE AGENT 



THE EVAL INTERFACE ON THE 
SERVER SIDE CHECKS THE NAME 
OF EACH DATA FILE ON DISK 
(RECEIVED FROM THE AGENT) 



BASED ON THE ROOT FILE 
NAME OF EACH DATA FILE, THE 
EVAL INTERFACE CALLS THE 
APPROPRIATE EVAL, PASSING 
IN THE DATA FILE NAME 



IF THE EVAL RUNS WITHOUT 
ERROR, THE SERVER WILL REMOVE 
THE DATA FILE F ROM DISK 



( END ) 
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-528 



-530 



-532 



-534 



-536 



-538 



-540 



-542 



-544 
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THE SENSOR BLOCK IS PUSHED 
BY THE SERVER TO THE AGENT 



7 



FIG. 



THE AGENT WRITES THIS SENSOR 
BLOCK TO DISK. THIS BLOCK 
CONTAINS ALL OF THE SENSOR CODE 
AND CONFIG DATA FOR EACH SENSOR 



> 



THE AGENT STOPS ALL 
CURRENTLY RUNNING THREADS 



THE AGENT EXECUTES AN INTERNAL RE-START 



THE AGENT READS IN THE NEW SENSOR BLOCK 




SIGNATURE MATCHES 



AGENT FORKS OF A CHILD, PASSING THE 
SENSOR AND IT'S CONFIG DATA TO THAT CHILD 



IN THE PARENT, 
MOVE ON TO THE 
NEXT SENSOR 



EXECUTE THE SENSOR 
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FIG. 7 

AGENTS RETURN THE 
DATA ON DISK, TO 
THE SERVER, WHEN 
REQUESTED 

i 



THE SERVER OPENS 
THE DATA DIRECTORY 



NEXT DATA FILE 



THE SERVER CHECKS TO SEE 
WHICH SENSOR CREATED THE 
CURRENT DATA FILE 



I 



THE SERVER EXECUTES THE 
APPROPRIATE EVAL, PASSING 
IT THE CURRENT DATA FILE 




714 



ERASE THE 
CURRENT DATA 
FILE FROM DISK 



